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Introduction

On 21 October 2020, the People’s Republic of China (“PRC") unveiled its highly anticipated draft
personal information protection law (F 4 A\ RILATE A NG B LRI7% (F%)) ' (“Draft PIPL”) for public
consultation. The Draft PIPL consists of 70 articles divided into 8 Chapters.

As the first comprehensive piece of legislation addressing personal information protection in the PRC,
the Draft PIPL will have a significant impact on not just organisations conducting businesses within the
PRC, but also those operating overseas. This update will examine some of the key highlights of the
Draft PIPL.

Key Highlights
Personal information and processing of personal information

Article 4 of the Draft PIPL defines personal information to be any information relating to identified or
identifiable natural persons that are recorded by electronic means or otherwise, excluding information
which has been anonymised. The processing of personal information includes the collection, storage,
use, processing, transmission, provision, disclosure and other activities relating to personal information.

In addition, Article 29 of the Draft PIPL also recognises that certain categories of personal information
are more sensitive as their leakage or unlawful use may subject the data subject to discrimination or
severely endanger the personal safety and property of the data subject. Such sensitive personal
information includes an individual’s race, ethnicity, religious beliefs, personal biometrics, medical health,
financial accounts, and personal location. Sensitive personal information may only be processed if such
processing has a specific purpose and sufficient necessity. The data subject must also individually
consent to the processing of his/her sensitive personal information, and where laws and regulations
provide that written consent must be obtained, such prescriptions must be followed.

1 Full text of the Draft PIPL may be found here.
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Extraterritorial effect

Article 3 of the Draft PIPL provides that it not only applies to personal information processing activities
by organisations and individuals within the PRC, but also to personal information processing activities
outside the PRC where such activities fall within one of the following circumstances:

(@)

(b)

(©)

the purpose of such activities is to provide products or services to natural persons within
the PRC;

such activities are to analyse or evaluate the behaviours of natural persons within the PRC;
or

other circumstances as provided by laws or regulations.

Article 52 of the Draft PIPL further provides that personal information processors (“PIPs”) which are
based outside the PRC must establish an organisation or appoint representatives within the PRC to
handle personal information protection measures, and notify the Personal Information Protection
Department (“PIPD") of the name and contact details of such organisations or representatives.

Legal bases for the processing of personal information

Article 13 provides that a PIP is permitted to process personal information only if one of the following
conditions are satisfied:

@)
(b)

(©)
(d)

(e)

(f)

the processing has been consented to by the data subject;

the processing is necessary for the execution or performance of a contract which the data
subject is a party to;

the processing is necessary for compliance with legal obligations or fulfiiment of legal duties;

the processing is necessary to respond to a public health emergency or to protect the life,
health or property of a natural person in an emergency;

the processing is for acts that are done in the public interest such as news reporting, media
supervision, and is within a reasonable scope; and

other circumstances as prescribed by laws or regulations.
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Cross-border transfer of personal information

Article 38 of the Draft PIPL provides that where a PIP is required to transfer personal information out of
the PRC for business and other needs, it must fulfil at least one of the following conditions:

(@ it has passed the security assessment organised by the National Cyberspace
Administration in accordance with Article 40 of the Draft PIPL;

(b) it has carried out personal information protection certification which is conducted by
professional organisations in accordance with the conditions prescribed by the Cyberspace
Administration of China (“CAC");

(©) it has entered a contract (data transfer agreement) with the overseas personal information
recipient which sets out the parties’ rights and obligations, and which ensures the
processing of personal information by the recipient complies with the protection standards
required under the Draft PIPL; or

(d) it has satisfied other requirements imposed by other laws, regulations or conditions
prescribed by the CAC.

Data localisation requirements

Article 40 of the Draft PIPL provides that Critical Information Infrastructure Operators (“CIIOs”) and PIPs
which process personal information meeting a prescribed volume are required to store personal
information within PRC to the extent that such personal information is collected and generated within
PRC. Where such ClIOs or PIPs are required to transfer personal information out of the PRC, it is
required to first pass a security assessment organised by the CAC, unless laws, regulations or
conditions prescribed by the CAC provide that such security assessment is not required.

Rights of the data subjects

Chapter 4 of the Draft PIPL sets out the rights which are expressly conferred on data subjects. In
particular, data subjects have the following rights:

(a) theright to be made aware of, make decisions in relation to, restrict, and refuse, the processing
of his/her personal information, unless otherwise provided by laws or regulations;

(b) the right to access and copy his/her personal information from the PIP;

(c) the right to request the PIP to correct inaccurate or incomplete personal information;
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(d) the right to request the deletion of his/her personal information if (i) the agreed term of retention
has expired or the purpose for which the personal information is processed has been fulfilled,
(ii) the PIP has stopped supplying the product or services, (iii) the data subject has withdrawn
his consent, (iv) the PIP has processed personal information in breach of laws, regulations or
agreement with the data subject, or (v) it is prescribed by laws or regulations.

(e) the right to request the PIP to explain the rules by which the personal information of the data
subject is processed.

Obligations of the PIPs

Chapter 5 of the Draft PIPL sets out the obligations which are imposed on the PIPs. Amongst others,
these include:

(@) PIPs must adopt necessary measures to ensure personal information are processed in
compliance with laws and regulations, and prevent unauthorised access and leakage, theft,
alteration and deletion of personal data, having regards to the purposes for which personal
information is processed, processing method, type of personal data, impact on the data subjects
and potential security risks. Such measures include (i) designing internal management
structures and operational rules, (ii) implementing tiered and categorized personal information
management, (iii) adopting technical security measures such as encryption, deidentification, etc,
(iv) restricting access to personal information and regularly conducting personal information
security training for employees, (v) formulating personal information security incident response
plans, and (vi) other measures provided by laws and regulations.

(b) PIPs must conduct audits from time to time to determine if its processing of personal information
and security measures are in compliance with requirements under applicable laws and
regulations.

(c) PIPs must carry out risk assessments and document the circumstances for processing, where
it is (i) processing sensitive personal information, (ii) using personal information for automated
decision making, (iii) outsourcing personal information processing to third parties, or providing
or disclosing personal information to third parties, (iv) providing personal information to
recipients outside the PRC, or (v) carrying out any other processing of personal information
which has a significant impact on the data subject.

Data breach notification

Article 55 provides that PIPs which discover that a leakage of personal information (i.e. data breach)
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has occurred are required to immediately implement remedial measures and notify the PIPD and
affected data subjects. PIPs may choose to not notify the affected data subject if its remedial measures
can effectively prevent the data breach from causing harm or damage to the data subject; however, if
the PIPD is of the view that the data breach may cause harm or damage to the data subject, it has the
right to request the PIP to notify the data subject.

Penalties for violation

Article 62 of the Draft PIPL provides that organisations which process personal information or fail to
implement necessary security measures in violation of the Draft PIPL may be fined up to RMB 1 million.
In addition, officers/persons in charge of the organisation may also face personal liabilities.

Notably, the Draft PIPL also provides that where the breach is serious, the PIPD may impose a fine of
up to RMB 50 million (approximately US$7.5 million) or 5% of the organisation’s annual turnover in the
preceding year, in addition to other penalties such as ordering a suspension of business, revocation of
licenses, etc.

Conclusion

The Draft PIPL marks a significant step in the PRC’s effort to protect personal information and further
supplements existing laws and guidelines, such as the Cybersecurity Law and the Civil Code of the
PRC, which together form a complex framework of personal information protection in the PRC. While
the Draft PIPL is currently only in its draft form and may be pending revisions following the public
consultation process, given its scope for extraterritorial application, and the hefty penalties that may be
imposed on organisations that are found in breach of the Draft PIPL, organisations which process
personal information in their business operations, especially those operating in the PRC or those
operating outside PRC but which fall within the ambit of the Draft PIPL should follow developments
closely.

Disclaimer: Rajah & Tann Singapore LLP Shanghai Representative Office is a foreign law firm licenced
by the Ministry of Justice of the People’s Republic of China (the “PRC”). As a foreign law firm, we may
not issue opinions on matters of PRC law. Any views we express in relation to PRC laws and regulations
for this matter are based on our knowledge and understanding gained from our handling of PRC-related
matters and through our own research, and also from our consultations with PRC lawyers. Therefore,
such views do not constitute (and should not be taken as) opinion or advice on PRC laws and
regulations.
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Member firms are independently constituted and regulated in accordance with relevant local legal requirements. Services provided by a
member firm are governed by the terms of engagement between the member firm and the client.

This update is solely intended to provide general information and does not provide any advice or create any relationship, whether legally
binding or otherwise. Rajah & Tann Asia and its member firms do not accept, and fully disclaim, responsibility for any loss or damage

which may result from accessing or relying on this update.
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Our Regional Presence

Rajah & Tann Singapore LLP is one of the largest full-service law firms in Singapore, providing high quality advice to an impressive list of clients.
We place strong emphasis on promptness, accessibility and reliability in dealing with clients. At the same time, the firm strives towards a practical
yet creative approach in dealing with business and commercial problems. As the Singapore member firm of the Lex Mundi Network, we are able to
offer access to excellent legal expertise in more than 100 countries.

Rajah & Tann Singapore LLP is part of Rajah & Tann Asia, a network of local law firms in Singapore, Cambodia, China, Indonesia, Lao PDR,
Malaysia, Myanmar, the Philippines, Thailand and Vietham. Our Asian network also includes regional desks focused on Brunei, Japan and South
Asia.

The contents of this Update are owned by Rajah & Tann Singapore LLP and subject to copyright protection under the laws of Singapore and, through
international treaties, other countries. No part of this Update may be reproduced, licensed, sold, published, transmitted, modified, adapted, publicly
displayed, broadcast (including storage in any medium by electronic means whether or not transiently for any purpose save as permitted herein)
without the prior written permission of Rajah & Tann Singapore LLP.

Please note also that whilst the information in this Update is correct to the best of our knowledge and belief at the time of writing, it is only intended
to provide a general guide to the subject matter and should not be treated as a substitute for specific professional advice for any particular course
of action as such information may not suit your specific business and operational requirements. It is to your advantage to seek legal advice for your
specific situation. In this regard, you may call the lawyer you normally deal with in Rajah & Tann Singapore LLP or email Knowledge & Risk
Management at eOASIS@rajahtann.com.
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