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Cyberspace Administration of China
Issues Finalised Measures on Security
Review of Network Products and Services

Introduction

On 2 May 2017, the Cyberspace Administration of China (“CAC”) issued the final version of the Measures on
Security Review of Network Products and Services (the “Measures”), which took effect from 1 June 2017, which is
the same day that the Cyber Security Law entered into force.

Scope of Security Review

Article 2 of the Measures provides that all important network products and services which are procured for use in
networks and information systems that concern national security have to be subject to a security review.

The security review will focus on the safety and controllability of network products and services, which mainly
includes a review of:

1. Security risks arising from the network products and services themselves, and risks that such products and
services may be illegally controlled, interfered with or interrupted,;

2. Supply chain security risks which may arise in the process of manufacturing, testing, delivering and providing
technical support of network products and key components of such products;

3. The risk that providers of network products or services may illegally collect, store, process or use the user-
related information in the course of providing such products or services;

4. The risk that providers of network products or services may make use of users’ reliance on such products
or services to undermine the cybersecurity and interests of such users; and

5. Any other risks which may compromise national security.

How Are Security Reviews Conducted?

A Network Security Review Committee (“NSRC”), to be established by the CAC in conjunction with relevant State
departments, will be in charge of reviewing important policies concerning the security reviews, organising the
security reviews, and dealing with important issues relating to the security reviews.

The NSRC will engage relevant experts to conduct a holistic assessment of the security risks associated with

network products and services, as well as the reliability of the providers of such products and services. In
accordance with applicable rules and based on recommendations from national industry associations and feedback
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from users, the NSRC will determine the subject of the review, engage third party organisations and experts to
conduct the review, as well as disclose the findings, or part of the findings, from such review.

In addition, regulators of key sectors, including the finance, telecommunications, energy and transportation sectors,
will be responsible for organising the security review in their respective industries.

Obligations on Critical Information Infrastructure Operators

The Measures adopt the same definition of critical information infrastructure (“CII”) as that under Article 31 of the
Cyber Security Law, i.e. public communications and information services, energy, transport, water conservation,
finance, public services and e-government sectors. However, it is important to note that the list is non-exhaustive.
Cll operators are obliged to undergo a security review when they procure network products and services that can
potentially affect national security. The question of whether the network products and services in question affect
national security will be determined by the State Council, in accordance with the Cyber Security Law.

Observations

While the Measures provide some form of guidance as to the administrative procedures relating to security reviews
of network products and services, it is still not clear, other than the listed industries, what would constitute a Cll and
what are the assessment criteria for such security reviews. This makes it hard for Cll operators and providers of
network products and services to prepare for such security reviews pending the entry into force of the Cyber Security
Law and the Measures. It is hoped that the CAC will provide more guidance in this area once it begins to implement
and enforce the new legislation.

For further queries, please feel free to contact our team below.
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Benjamin Cheong Linda Qiao
Partner Senior International
Technology, Media & Counsel

Telecommunications Rajah & Tann Shanghai
Representative Office

D +65 6232 0738
F +65 6428 2233 D +86 21 6120 8818
F +86 21 6120 8820

benjamin.cheong@rajahtann.com linda.giao@rajahtann.com

Rajesh Sreenivasan Steve Tan
Partner @ Partner
Head, Technology, Media & b ) Deputy Head, Technology,

Telecommunications Media &

Telecommunications
D +65 6232 0751
F +65 6428 2204 D +65 6232 0786

F +65 6428 2216

rajesh@rajahtann.com

steve.tan@rajahtann.com

Lionel Tan

Partner

Technology, Media &
Telecommunications

D +65 6232 0752
F +65 6428 2119

lionel.tan@rajahtann.com

Please feel free to also contact Knowledge and Risk Management at eOASIS@rajahtann.com
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RAJAH & TANN

Singapore

Rajah & Tann Singapore LLP
T +65 6535 3600

F +65 6225 9630
sg.rajahtannasia.com

R&T SOK &HENG | Cambodia

R&T Sok & Heng Law Office
T +85523963112/113

F +85523 963 116
kh.rajahtannasia.com

RAJAH & TANN 375 L
SHANGHAI REPRESENTATIVE OFFICE | China

Rajah & Tann Singapore LLP
Shanghai Representative Office
T +86 21 6120 8818

F +86 21 6120 8820
cn.rajahtannasia.com

ASSEGAF HAMZAH & PARTNERS | Indonesia
Assegaf Hamzah & Partners

Jakarta Office
T +62 21 2555 7800
F +62 21 2555 7899

Surabaya Office

T +62 31 5116 4550
F +62 315116 4560
www.ahp.co.id

RAJAH &TANN | Lao PDR

Rajah & Tann (Laos) Sole Co., Ltd.
T +856 21 454 239

F +856 21 285 261
la.rajahtannasia.com

CHRISTOPHER & LEE ONG | Mualaysia

Christopher & Lee Ong

T +60 32273 1919

F +60 3 2273 8310
www.christopherleeong.com

RAJAH & TANN NK LEGAL | Myanmar

Rajah & Tann NK Legal Myanmar Company Limited
T +959 7304 0763 / +95 1 9345 343 / +95 1 9345 346
F +951 9345 348

mm.rajahtannasia.com

GATMAYTAN YAP PATACSIL
GUTIERREZ & PROTACIO (C&G LAW) | Philippines

Gatmaytan Yap Patacsil Gutierrez & Protacio (C&G Law)
T +632 894 0377 to 79/ +632 894 4931 to 32 / +632 552 1977

F +632 552 1978
www.cagatlaw.com

RAJAH & TANN | Thailand

R&T Asia (Thailand) Limited
T +66 2 656 1991

F +66 2 656 0833
th.rajahtannasia.com

RAJAH & TANN LCT LAWYERS | VVietnam

Rajah & Tann LCT Lawyers

Ho Chi Minh City Office
T +84 28 3821 2382 / +84 28 3821 2673
F +84 28 3520 8206

Hanoi Office

T +84 24 3267 6127
F +84 24 3267 6128
www.rajahtannict.com

Member firms are constituted and regulated in accordance with local legal requirements and where regulations require, are
independently owned and managed. Services are provided independently by each Member firm pursuant to the applicable terms of

engagement between the Member firm and the client.
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Rajah & Tann Singapore LLP is one of the largest full service law firms in Singapore, providing high quality advice to an impressive list of clients.
We place strong emphasis on promptness, accessibility and reliability in dealing with clients. At the same time, the firm strives towards a practical
yet creative approach in dealing with business and commercial problems. As the Singapore member firm of the Lex Mundi Network, we are able to
offer access to excellent legal expertise in more than 100 countries.

Rajah & Tann Singapore LLP is part of Rajah & Tann Asia, a network of local law firms in Singapore, Cambodia, China, Indonesia, Lao PDR,
Malaysia, Myanmar, Philippines, Thailand and Vietnam. Our Asian network also includes regional desks focused on Japan and South Asia.

The contents of this Update are owned by Rajah & Tann Singapore LLP and subject to copyright protection under the laws of Singapore and, through
international treaties, other countries. No part of this Update may be reproduced, licensed, sold, published, transmitted, modified, adapted, publicly
displayed, broadcast (including storage in any medium by electronic means whether or not transiently for any purpose save as permitted herein)
without the prior written permission of Rajah & Tann Singapore LLP.

Please note also that whilst the information in this Update is correct to the best of our knowledge and belief at the time of writing, it is only intended
to provide a general guide to the subject matter and should not be treated as a substitute for specific professional advice for any particular course
of action as such information may not suit your specific business and operational requirements. It is to your advantage to seek legal advice for your
specific situation. In this regard, you may call the lawyer you normally deal with in Rajah & Tann Singapore LLP or e-mail Knowledge & Risk
Management at eOASIS@rajahtann.com.
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