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Judicial Interpretations on Criminal Cases
Involving Infringement of Citizens'
Personal Information

Introduction

On 8 May 2017, the Supreme People's Court and the Supreme People's Procuratorate (collectively, the
“Authorities”) jointly issued the Interpretation of Applicable Laws on Handling Criminal Cases Involving
Infringement of Citizens’ Personal Data (Law Interpretation No. 10 of 2017) (the “Interpretation”). The Interpretation
clarifies the judicial position on key issues that arise out of criminal cases which concern the infringement of personal
data, and took effect from 1 June 2017 (based on Article 13 of the Interpretation).

Summary of the Applicable Judicial Interpretations

The interpretations of the relevant provisions of the Criminal Law in China in the context of infringement of personal
data, as set out by the Authorities in the Interpretation, are as follows:

Violations of Article 253 of the Criminal Law

Article | Relevant Term or | Judicial Interpretation

Provision
1 Citizen’s Personal Data, recorded electronically or otherwise, which by itself or in combination
Data with other data, can be used to identify an individual or provide information
about the activities of an individual
2 “violating the Violating laws, administrative regulations and departmental rules concerning

relevant regulations | the protection of personal information of citizens
of the State”

3 “providing citizen’s a. Providing personal information to a specific person and publishing

personal data” personal data through the information network or by other means; or

b. Providing lawfully collected personal data to third parties without consent
of individual concerned, except anonymised data

4 “obtaining citizen’s a. Purchasing, accepting or exchanging personal data in violation of the
personal data relevant regulations of the State; or
through other illegal | b. Collecting citizen’s personal data in the course of employment or providing
means” services
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Article | Relevant Term or | Judicial Interpretation
Provision
5 “Serious One of the following circumstances, amongst others:
circumstances” in . . . .
respect of an illegal a. where it concerns information on whereabouts for criminal purposes;
P i 9 b. when one knows or ought to know that such data has been used to commit
sale, collection or .
_ criminal offences;
provision of ) . .
ersonal data c. where it concerns more than 50 pieces of data relating to whereabouts,
P communications, credit and property;

d. where it concerns more than 500 pieces of personal data relating to
accommodation, communication, health, transactions or other data that
may compromise the personal safety of the individual or his property;

e. where it concerns more than 5,000 pieces of data other than those
provided in (c) and (d) above;

f. where the gains obtained exceed RMB 5,000;

g. providing personal data obtained in the course of employment or providing
services to third parties exceeding half the quantity set out in (c) to (f)
above; or

h. re-offending after being convicted of or within two years from receiving any
administrative penalty for such offence

“Particularly serious | One of the following circumstances, amongst others:
circumstances” in . . . -
. a. where it causes serious consequences such as death, serious injury,
respect of an illegal . . . -
. mental disorder or kidnapping of the victim;
sale, collection or . L . .
- b. where it causes significant economic losses or adverse social effects; or
provision of . A !
where the quantity or amount reaches more than 10 times the prescribed
personal data I
guantities set out above
6 “Serious One of the following circumstances, amongst others:
circumstances” in . .
respect of an illeaal a. where the gains from the use of illegally purchased or accepted personal
urF::hase or 9 data exceed RMB 50,000;
P b. re-offending within two years from receiving any administrative penalty for
acceptance of
such offence; or
personal data for . ] . . .
c. other serious circumstances as provided in Article 5
lawful purposes
7 Punishment for If an individual is convicted of any offence under Article 253 of the Criminal
violation of Article Law;
253 of the Criminal - . . . .
Law a. any person who is directly responsible for the offender will be punished in
accordance with the rules set out in the Interpretation; and
b. the organisation to which the offender belongs will be subject to a fine

Dual Liability for lllegal Use of Information Network and Infringement of Personal Data

Pursuant to Article 8 of the Interpretation, any person who sets up a website or other communications platform for
the purpose of illegally collecting, selling or providing personal data of citizens will, where circumstances are
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serious, be cumulatively liable for the offences of illegal use of information network (under Article 287 of the Criminal
Law) and for infringement of personal data of citizens, and will be punished accordingly.

Sanctions on Non-Compliant Network Service Providers

Article 9 of the Interpretation provides that where a network service provider fails to perform its obligations under
any applicable law or regulations and refuses to take corrective measures as directed by the relevant authority,
hence resulting in a serious case of leakage of its users’ personal data, the network service provider will be guilty
of an offence under Article 286 of the Criminal Law.

Punishment for First Time Offenders

For persons who first commit the offence of infringement of personal data, if the circumstances are not considered
“particularly serious”, the offender returns all the criminal proceeds and shows remorse for his or her conduct, then
such offender shall not be charged or prosecuted. Even if prosecution is necessary, lenient treatment must be
accorded to such offender under Article 10 of the Interpretation.

Relevant Considerations for Financial Penalty

Article 12 of the Interpretation provides that, in relation to the offence of infringing personal data of citizens, the
amount of fine should be determined by taking into consideration the following factors:

1. the harm caused by the offence;

2. the amount of criminal proceeds;

3. the prior convictions of the offender (if any); and

4. the level of remorse demonstrated by the offender.

As a general rule, the amount of fine should be more than five times the amount of the criminal proceeds.

Comments

Following the tightening of data protection rules in China, companies should put in place internal controls and
security measures (e.g. data encryption), if these are not already done, to comply with the applicable regulations.
In addition, companies should also provide adequate training to ensure that employees are aware of how to handle
personal data in a way which complies with the legal requirements. This is especially important given that based
on the Interpretation, companies and supervisors may be held liable for the acts of their employees or other persons
for whom they are directly responsible.

However, it may be of some comfort to know that first-time offenders will be treated with leniency as long as the
infringement is not particularly serious, so there is still time for stakeholders to familiarise themselves with the

relatively new legislation.

For further queries, please feel free to contact our team below.
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Benjamin Cheong Linda Qiao
Partner Senior International
Technology, Media & Counsel

Telecommunications Rajah & Tann Shanghai
Representative Office

D +65 6232 0738
F +65 6428 2233 D +86 21 6120 8818
F +86 21 6120 8820

benjamin.cheong@rajahtann.com linda.giao@rajahtann.com

Rajesh Sreenivasan Steve Tan
Partner @ Partner
Head, Technology, Media & b ) Deputy Head, Technology,

Telecommunications Media &

Telecommunications
D +65 6232 0751
F +65 6428 2204 D +65 6232 0786

F +65 6428 2216

rajesh@rajahtann.com

steve.tan@rajahtann.com

Lionel Tan

Partner

Technology, Media &
Telecommunications

D +65 6232 0752
F +65 6428 2119

lionel.tan@rajahtann.com

Please feel free to also contact Knowledge and Risk Management at eOASIS@rajahtann.com
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Our Regional Contacts

RAJAH & TANN

Singapore

Rajah & Tann Singapore LLP
T +65 6535 3600

F +65 6225 9630
sg.rajahtannasia.com

R&T SOK &HENG | Cambodia

R&T Sok & Heng Law Office
T +85523963112/113

F +85523 963 116
kh.rajahtannasia.com

RAJAH & TANN 375 L
SHANGHAI REPRESENTATIVE OFFICE | China

Rajah & Tann Singapore LLP
Shanghai Representative Office
T +86 21 6120 8818

F +86 21 6120 8820
cn.rajahtannasia.com

ASSEGAF HAMZAH & PARTNERS | Indonesia
Assegaf Hamzah & Partners

Jakarta Office
T +62 21 2555 7800
F +62 21 2555 7899

Surabaya Office

T +62 31 5116 4550
F +62 315116 4560
www.ahp.co.id

RAJAH &TANN | Lao PDR

Rajah & Tann (Laos) Sole Co., Ltd.
T +856 21 454 239

F +856 21 285 261
la.rajahtannasia.com

CHRISTOPHER & LEE ONG | Mualaysia

Christopher & Lee Ong

T +60 32273 1919

F +60 3 2273 8310
www.christopherleeong.com

RAJAH & TANN NK LEGAL | Myanmar

Rajah & Tann NK Legal Myanmar Company Limited
T +959 7304 0763/ +95 1 9345 343 / +95 1 9345 346
F +951 9345 348

mm.rajahtannasia.com

GATMAYTAN YAP PATACSIL
GUTIERREZ & PROTACIO (C&G LAW) | Philippines

Gatmaytan Yap Patacsil Gutierrez & Protacio (C&G Law)
T +632 894 0377 to 79/ +632 894 4931 to 32 / +632 552 1977

F +632 552 1978
www.cagatlaw.com

RAJAH & TANN | Thailand

R&T Asia (Thailand) Limited
T +66 2 656 1991

F +66 2 656 0833
th.rajahtannasia.com

RAJAH & TANN LCT LAWYERS | VVietnam

Rajah & Tann LCT Lawyers

Ho Chi Minh City Office
T +84 28 3821 2382 / +84 28 3821 2673
F +84 28 3520 8206

Hanoi Office

T +84 24 3267 6127
F +84 24 3267 6128
www.rajahtannict.com

Member firms are constituted and regulated in accordance with local legal requirements and where regulations require, are
independently owned and managed. Services are provided independently by each Member firm pursuant to the applicable terms of

engagement between the Member firm and the client.
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Rajah & Tann Singapore LLP is one of the largest full service law firms in Singapore, providing high quality advice to an impressive list of clients.
We place strong emphasis on promptness, accessibility and reliability in dealing with clients. At the same time, the firm strives towards a practical
yet creative approach in dealing with business and commercial problems. As the Singapore member firm of the Lex Mundi Network, we are able to
offer access to excellent legal expertise in more than 100 countries.

Rajah & Tann Singapore LLP is part of Rajah & Tann Asia, a network of local law firms in Singapore, Cambodia, China, Indonesia, Lao PDR,
Malaysia, Myanmar, Philippines, Thailand and Vietnam. Our Asian network also includes regional desks focused on Japan and South Asia.

The contents of this Update are owned by Rajah & Tann Singapore LLP and subject to copyright protection under the laws of Singapore and, through
international treaties, other countries. No part of this Update may be reproduced, licensed, sold, published, transmitted, modified, adapted, publicly
displayed, broadcast (including storage in any medium by electronic means whether or not transiently for any purpose save as permitted herein)
without the prior written permission of Rajah & Tann Singapore LLP.

Please note also that whilst the information in this Update is correct to the best of our knowledge and belief at the time of writing, it is only intended
to provide a general guide to the subject matter and should not be treated as a substitute for specific professional advice for any particular course
of action as such information may not suit your specific business and operational requirements. It is to your advantage to seek legal advice for your
specific situation. In this regard, you may call the lawyer you normally deal with in Rajah & Tann Singapore LLP or e-mail Knowledge & Risk
Management at eOASIS@rajahtann.com.

© Rajah & Tann Singapore LLP | 6 RAJAH & TANN

Singapore



